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Madison Park Group (MPG) is a premier advisor to the Cybersecurity segment and actively tracks market

incumbents, emerging players,and trends within the sector landscape.

Our Cybersecurity practice spans established and developing solution areas including the rapid adoption

of cloud-based security platforms, the ever-developing and complex threats that target organizations, and

the accelerated strategic undertaking required to adopt to a remote workplace due to COVID-19.
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Cybersecurity Trends and Observations

Our View on the Market
Notable Vendors & Industry Segments

Cybersecurity by the Numbers

1
Extended Security Perimeter ðIncreases in remote work have prompted 

organizations to redefine their network security  strategies to provide tightened 

VPN structures and cloud protection to via Zero Trust Network Access systems

4
Rise of AI -Based Threat Detection ðThe proliferation of AI - and machine-based 

learning for threat detection has led to enhanced SIEM capabilities for detecting, 

logging, analyzing and remediating external and internal threats

5

Expanded Attack Surface from Remote Work Changing Endpoint Strategies ð

Increase in remote work has led to vulnerabilities on the extended attack surface 

which includes non-enterprise endpoints, intensifying focus on email and endpoint 

security

6
Enhanced Attack and Breach Simulation ðNew and more complex application 

security testing protocols are becoming standardized, including RASP, IAST, and 

WAS, among other testing types

2
Vendor Consolidation ðIndustry consolidation has served to simplify and reduce 

the number of security vendors within an organizations while also enabling security 

services providers to offer a more complete suite of solutions in a one-stop-shop

3

Identity -First Multi -Factor Security ðIncreased awareness of vulnerabilities in 

security supply chains via silent, identity-based access to systems has heighted 

demand for multi -factor IAM systems within the framework of a zero-trust 

architecture

7

Increased Private Equity and Venture Capital Investments ðSignificant private 

equity capital has been deployed across numerous security subsectors, notably in 

the endpoint, email and IAM spaces while venture capital continues to flow in at 

significant multiples into MFA, ZTNA and various application security solutions

8
Spiking Public Market Valuations ðSoftware security providers have hit record 

highs among specialty providers, with an enhanced focus on data encryption as 

data breaches have had both broad financial and political impacts

Leading Public and 

Privately-Held Cybersecurity 

Organizations Tracked by 

MPGõs Cybersecurity 

Practice

40

Aggregate M&A Deal Value 

Amongst Highlighted 

Recent Acquisitions across 

all Cybersecurity Subsectors
$63.3B+

Highlighted Recent and 

Notable Fundraise 

Transactions of Industry 

Disruptors Around the 

Globe

80

Aggregate Capital Raised 

Amongst Highlighted 

Fundraise Transactions 

across all Cybersecurity 

Subsectors

$7.7B+

Highlighted Acquisitions 

Since 2012 by Leading 

Public and Privately-Held 

Cybersecurity Organizations
207
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Cybersecurity Market Landscape
Emblematic Security Technology Players

Cross-Market Players

Unified Endpoint

SIEM & Threat Detection Application

Network & Infrastructure

Email & Messaging Managed Security Service ProvidersIdentity Management

Data Protection
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Select Identified Underlying Trends

êTransactions

Advent International in a consortium with Permira, Crosspoint, and others 

announced the take-private acquisition of McAfee for $14.0B
November 2021

Symphony Technology Group acquired FireEyeõs Products Business and merged it 

with recently acquired McAfeeõs Enterprise Business in two transactions totaling $6.2B
August 2021

NortonLifeLock announced the acquisition of Avast for $8.6B

August 2021

Thoma Bravo acquired Proofpoint for $12.3B

April 2021

TPG Capital acquired Thycotic for $1.4B and merged it with Centrify

April 2021

Okta acquired Auth0 for $6.5B

March 2021

êFundraises

D1 Capital Partners, Altimeter Capital Management, Sutter Hill Ventures, Tiger 

Global led a $1.3B Series D in Lacework
November 2021

Temasek led a $550M Series C in Orca Security

October 2021

DRW Venture Capital led a $310M Series D in Fireblocks

July 2021

Insight Partners led a $583M Series A in Transmit Security

June 2021

TCV led a $394M Series D in Trulioo

June 2021

KKR led a $200M Series D in Feedzai

March 2021

1
Remote work transition becoming the norm and has 

fueled a rise in cyber attacks ranging from phishing, to 

malware, and ransomware

4

Both malicious and inadvertent Insider threats have 

rose considerably in recent years as trusted identities 

have opened a portal to organizations, driving the 

demand for more internal threat detection surveillance

5
Utilization of artificial intelligence in cybersecurity has 

expanded to proactively address potential threats, 

learning to adapt and respond to advanced threats

69%+ of office workers utilize personal laptops for work 

activities while 70% of workers use work devices for 

personal tasks, establishing new vulnerabilities and 

controls around data protection and identity controls

7

6
Proliferation of partnerships amongst leading market 

players to offer fulsome cybersecurity solutions and 

encourage cross-selling amongst customers

2

Global migration to cloud -based infrastructure and 

mass shifting of networks and data to off -prem cloud 

systems has required adaptive security protections and 

fundamentally changed the cybersecurity marketplace

3
70%+ of global organizations will have implemented at 

least one form of Security-as-a-Service in 2021 as part 

of the cloud migration shift

Sources: Pitchbook, Capital IQ, corporate websites, press releases, LinkedIn, Wandera, Security Magazine, Reuters, Insight, Security Intelligence, Kroll

Cybersecurity Market Drivers
Future of Security Exists in the Cloud

In Case You Missed Theseê
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$202.2 

$231.6 

$265.2 

$303.7 

$347.8 

$398.3 

Security Software Market Structure
An Integral Component of Protecting the Organization

Increased Prevalence of High-Profile Cyber Security Breaches

SolarWinds Hack was ôLargest and Most Sophisticated 

Attackõ Ever: Microsoft President
February 2021

Hackers Access Oldsmar, Floridaõs Water Supply Plant, 

Increasing Highly Toxic Sodium Hydroxide Levels in Town 

Water Supplies
February 2021

To View News, Click On Source Logo

Å The onset of the COVID remote work environment increased organizational 

vulnerability and exacerbated existing cybersecurity risks around the globe

Å In the shifting security ecosystem, the overall count of ransomware attacks 

dropped as hackers selectively focused on high-margin opportunities

Ĭ Years-long trends of decreasing attack reports continued in 2020 with 

only 37% of organizations victims while ~51% suffered in 2019

Ĭ Despite that drop, ransomware remediation costs increased 

significantly, more than doubling to $1.85+ million in 2020

Å While numerous software and technology products are needed to protect from 

attacks, fulsome reviews of security capabilities and partnerships with innovative 

vendors across endpoints, networks, identification protection, among others are 

required to help abate future attacks

Sources: Facts & Factors, Forbes, Reuters, New York Times, Bloomberg

Global Cyber Security Market Predicted to Experience Significant Growth

14.5% CAGR

($ in billions)

Sophistication and Ransomware Costs Demanding Security Proactivity

Amazonõs Twitch is Hacked, Exposing Source Code and 

Shows Top Gamers Rake in Six-Figure Payouts
October 2021

Hackers Breached Colonial Pipeline Using Compromised 

Password
June 2021

Kaseya Failed to Address Security Before Hack, Ex-

Employees Say
July 2021

T-Mobile says Data on 40 Million People Stolen by Hackers
August 2021

https://www.nytimes.com/2021/02/08/us/oldsmar-florida-water-supply-hack.html
https://www.reuters.com/article/us-cyber-solarwinds-microsoft-idUSKBN2AF03R
https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
https://www.bloomberg.com/news/articles/2021-07-10/kaseya-failed-to-address-security-before-hack-ex-employees-say
https://www.reuters.com/technology/hackers-steal-some-personal-data-about-78-mln-t-mobile-customers-2021-08-18/
https://www.bloomberg.com/news/articles/2021-10-06/amazon-s-twitch-is-hacked-exposing-source-code-creator-payouts
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Software Security Ecosystem
Network of Organizational Protection

Organization
Endpoint Security

Personal Devices

Email Security

Email Traffic

SIEM & Threat Detection

External Threats

Network Security

Internal Network

Data Encryption

Files & Documents

Security Services

External Security Manager

Application Security

Internal Applications

Building a Sturdy Security Network

V Extensive coverage across all internal ecosystems and 

externally-facing portals

V Recognition of integrated network of systems at risk of 

intrusion

V Active updates and maintenance of hardware and software 

for best-in-class protection

V Consider external manager for heighted assurance

Identity Management

Personal Information

Ecosystem Legend

Organizational Perimeter

Security within Perimeter

Outside of Perimeter / External Monitoring

Security on Perimeter Midpoint
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Defending Against Attack Vectors
Securing the Attack Surface and Leveraging the Universe of Available 

Cybersecurity Defenses to Protect the Organization

Most Common Attack Vectors

Sources: UpGuard, Balbix

1

4

5

6

7

2

3

8

Phishing ðAttack targeting users via email or phone 

posing as a legitimate individual to releasing sensitive 

data or information

Initial Defense Layer Secondary Supportive Defense

Ransomware ðExtortion attack holding data until a 

ransom is paid and decryption key is provided by the 

hackers

Supply Chain Compromises ðAttack via a third-party 

vendor allowance entrance into the web of customers 

and vulnerable data

Malware ðSoftware infecting, spying, and / or disrupting 

an organizations internal systems

Trust Relationships ðBreaches of extended users and 

systems due to trusted credentials across domains 

allowing unfettered cross-system access

Compromised / Weak Credentials ðPoor password 

protections opening a vulnerable gateway to hacker 

access and unsecured data

Misconfiguration ðErrors in initial system configuration 

and set up leading to potential breaches post -

implementation of systems

Malicious Insiders ðExposure of private information as a 

result of exploited company vulnerabilities derived from 

an insider attack

MSSP

Endpoint Security

Email Security

Application 

Security

SIEM & Threat 

Detection

Network Security

Identity 

Management

Strong Spam Filters and Email 

Review Policies

Implementation of Multi -Factor 

Authentication to Limit 

Additional Account Access

Data Encryption

Data Coding out of Plaintext into 

Ciphertext to Limit Ransom-

Vulnerabilities

Patched Operating Systems and 

Updated Device Software

Data Encryption

Secondary Protection of 

Vulnerable Data in the Case of 

External Penetration

Cloud Network Protection to 

Secure Within-Firewall 

Organization from External 

Threats

Vulnerability Scanning and 

Appropriate Network Intrusion 

Prevention Systems
Endpoint Security

Antivirus Protections to Scan and 

Secure Devices for Suspicious 

Files

Protection of API Vulnerabilities 

to Ensure Trusted Users Cannot 

Breach across DomainsIdentity 

Management

Multi -Factor Authentication and 

Re-Authentication Requirements 

across Domains

Identity 

Management

Multi -Factor Authentication and 

Frequent Password Change 

Requirements

Review and Identifications of 

High-Risk Devices and User 

Activities
Network Security

Testing Mechanisms within 

DevOps Pipelines to Protect 

Against Misconfigurations

Utilization of External Provider 

to Reduce Risk of Poor 

Implementation PracticesApplication 

Security

Network Security

Continual Monitoring of Network 

Activity for Unusual Behavior or 

Potential Data Leakage
Data Encryption

Securing of Data to Purge or 

Encrypt Exposed Information
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Featured Industry Subsectors

II.
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Endpoint Security
Protecting Key Infrastructure in an Everchanging Environment

Sources: Gartner, Deloitte, Varonis, McAfee, Mordor Intelligence, Absolute Software, SailPoint, Cybriant, CSO, Tech Crunch

$8.2

$9.5

$11.2

$13.2

$15.6

2020 2021 2022 2023 2024

17.5% CAGR

($ in billions)

Anti -Malware ðTargets specific malicious signatures that seek to steal 

personal information and grant access to devices and seeks to identify and 

disable such programs.

End-to-End Security Software Systems Ecosystem Device Management and Threat Elimination

Email SecurityEndpoint Security

Application 

Security

Network Security

Data Encryption

SIEM & Threat 

Detection

Identity 

Management

Anti -Virus ðSpecialty software within a singular device designed to target and 

remove computer viruses through continuous monitoring of active data 

travelling across a network of devices to source and flag threats.

Endpoint Security ðSoftware focusing on securing entry points of usersõ 

devices across an entire enterprise system to prevent external access to an 

organization or individualõs personal information and identity

Endpoint Security Revenue Forecast Key Stats

~33%
Of U.S. employees use a personal computer 

or smartphone to enable remote work

~56%
Of global IT Managers view smartphones as 

a highly vulnerable endpoint to threats

$5+ Million
Estimated cost in lost productivity from a 

successful endpoint attack

5.8+ Billion
Estimated count of global enterprise 

endpoints used in 2020

~73%
Of an organizationõs devices contain 

sensitive data

~46%
Of organizations experienced a threat 

intrusion generated via a mobile endpoint

The Role of AI in 

Modern Endpoint 

Security

This New Android 

Spyware Masquerades 

as Legitimate Apps

Security Services

https://techcrunch.com/2021/11/10/android-spyware-legitimate-apps/
https://www.csoonline.com/article/3639843/the-role-of-ai-in-modern-endpoint-security.html
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Endpoint Security
Extending the Endpoint Universe Encompassing Larger Device Ecosystem

Sources: Gartner, Deloitte, Varonis

Key Facets of Endpoint Security

Organization

SmartphonesLaptops

Desktop Computers IoT Devices

Å Connection to unsecured wifi

and roaming networks pose 

risks to unsuspecting users

Å Proliferation of ômalvertisingõ 

intrusion represent a hidden 

threat as more individuals 

rely on personal mobile 

devices

Å IoT adoption and prevalence 

leading to increased 

vulnerability

Å Sensitive data flow across 

new devices creating higher 

risk environments and 

elevated liability potential

Å Remote work has become the 

go-forward standard, leading 

to agent vs. agent-less 

security transitions

Å Personal activity on work 

computers poses threat to 

enterprise protection through 

access of unsanctioned sites 

or applications

Å Continued transition away 

from tower computers poses 

threat to remaining stale 

infrastructure

Å Neglected updates and 

disuse leave portals exposed 

and systems vulnerable

Behavior Monitoring

Å Profiling and proactively 

screening for insider threats to 

address internal issues

Real-Time Virus Scanning

Å Continuously running scan of 

all personal files

Policy Management

Å Implement systems and 

structures to limit sharing and 

abuse of classified or private 

information

Device Control

Å Control data sharing across 

removable storage devices

Å Track information flow and 

address risk of accidental data 

leakage

Server Security

Å Traces viruses through system 

ecosystem through to servers 

to prevent further spread

Å Protects internal systems from 

endpoint -sourced infections

Data Loss Prevention

Å Detects and blocks private 

information

Å Designed to eliminate and cap 

data leakages in the event of a 

breach

Auto-Cleaning

Å Neutralize threats caused by 

the malware to restore 

computer functionality

Malware Removal

Å Purge infected documents, 

devices, and websites

Proactive Maintenance & Monitoring Stopping Attacks & Virus Removal
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Endpoint Security
Evolving Threats and Emerging Trends Require Flexibility and Adaptability

Sources: Gartner, Forrester, Mordor Intelligence, BizTech, DataProt, Deloitte, Forbes

Dynamic Environment and Growing Device Counts Increasing Enterprise Threat Risks

Å The technologies that make up endpoint security are required to be adaptive and functionally prepared to address threats prev alent in the current cyber universe as 

well as in the future

Å Having an updated platform with a fully built -out stack serves to best minimize risks across an emerging array of endpoints; however as cyber criminals become 

increasingly sophisticated, security threats continue to improve, forcing constant change to keep pace and driving new customer preferences

Å The unique dynamics created by sudden surge in remote working environments are increasing demands for SaaS-based platforms that have capabilities to protect 

against file-based and fileless intrusions

Å Across all industries and professions, IoT 

device adoption has skyrocketed through the 

connectivity of wearables, smart robotics, wifi-

enabled office devices, and more

Å This slew of new devices represents portends 

potential major vulnerabilities as organizations 

grapple with an expanding attack surface

Å In response, a centralized approach may be 

essential to cloak entire business structures 

and ultimately raise enterprise-wide standards

10.0 
11.1 

12.3 
13.6 

15.1 
16.8 

Å Traditional malware threats were file-driven 

and could only cause problems if the 

document was downloaded

Å Modern threats, termed ômalvertisingõ, access 

endpoints through ad pop -ups that cloak an 

entry into the systems

Ĭ This type of attack rendered traditional 

antivirus obsolete, paving the entryway 

for EDR tools that address both file-

driven and file-less malware

Å Agent-based monitoring has long provided 

tracking and security within endpoint devices 

supported by the cloud with information 

relayed to employers

Ĭ Adoption in concert with, or in place of, 

agentless security has accelerated to 

secure the increased count of devices 

operating remotely outside of corporate 

control

Å With cloud -based offerings, endpoint security 

is readily available to be delivered via SaaS 

platforms as remote work has shifted data to 

the fringes of an enterprise network

Increased Count of IoT Devices 

Driving Up Endpoint Security 

Spending

Work From Home 

Infrastructure Driving Cloud -

Based Security Offerings

Complex Threats Establishing 

Standard for Endpoint 

Detection and Response (EDR)

Global IoT Device Count
(billions)

10.9% CAGR

Global EDR Market
($ in billions)

$2.3 
$2.8 

$3.5 
$4.4 

$5.5 

$6.9 
25.0% CAGR
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Endpoint Security
VC Activity Continues to Accelerate in Post-COVID Environment

Notable M&A Activity ($ in millions)

Target Buyer Target HQ Amount Date

San Jose, CA $14,000.0 Nov-21

Milpitas, CA $1,200.0 Jun-21

San Jose, CA $4,000.0 May 21

San Jose, CA n/a Mar-21

Mountain View, CA $872.0 Dec-20

Chennai, India n/a Jul-20

San Francisco, CA n/a Mar-20

San Francisco, CA $15.8 Oct-19

Arlington, VA $234.0 Oct-19

Waltham, MA $2,100.0 Oct-19

Sources: Pitchbook, Capital IQ, corporate websites, press releases, LinkedIn

Products 

Business

Notable Venture Activity ($ in millions)
Target Lead Sponsor Target HQ Amount Date

Hod Hasharon, Israel $11.0 Jul-21

New York, NY $167.0 Jul-21

Boston, MA $275.0 Jul-21

Austin, TX $15.0 May 21

Miami, FL $20.0 May 21

Tel Aviv, Israel $26.0 Apr-21

BeõerSheva, Israel $31.0 Mar-21

Mountain View, CA $267.0 Nov-20

Herzelia, Israel $4.0 Nov-20

Paris, France $5.6 Jun-20

Liberty 

Strategic 

Capital
Enterprise 

Business




























































































































































